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Abstract—As FPGA density and overall usage increasesbecoming damaged and causing intermittent faultss
there is a corresponding and growing need to motiiese FPGA package density increases and as the use @A$-P
solder-joint networks. Prior to the introductiof @ first  increases, there is a corresponding increase il ree
sensor, SJ BIST™ (SJ Built-in-Self-Test™), thereeveo  monitor those solder-joint networks: Being abled®stect
known methods for detecting faults in the soldéntjo solder-joint faults increases both fault coveragd health
networks of fully-programmed, operational Field management capabilities and provides support for
Programmable Gate Arrays (FPGAs). Because SJ BIST™®omprehensive condition-based and reliability-cexde
requires over 100 mW at 3.3 V to test 8 FPGA pims, maintenance. Prior to the introduction of thetfssnsor, SJ
introduce SJ Monitor™, a lower-power design (Iées1t5.0 BIST™ (SJ Built-in-Self-Test™), there were no known
mW) to provide 24x7 health monitoring of select&d pins;  methods available for detecting faults in the sojdant
the complementary form SJ Monitor™, can be used tmetworks belonging to fully-programmed, operatioRald
monitor the pins of un-powered FPGAs. SJ Mongable Programmable Gate Arrays (FPGASs) especially FP®As
to detect all solder-joint network faults that lastleast as Ball Grid Array (BGA) packages such as a XILINX®
long as 15 nsec and which are at least as low @€ith FG1156 [1-6].

no false alarms. This capability allows for deimttof

faults before they begin to exhibit intermittentiifees, In this paper, we introduce a low-power sensorgigsbJ
which in turn facilitates condition-based maintecento  Monitor™, which uses innovative circuit design on a

reduce failures during critical missidfs Integrated Circuit (IC) chip in-situ on an FPGA'sard to
provide a method to monitor 8 I/O pins 24x7 fordestjoint
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1. INTRODUCTION
An illustration of a damaged solder bump on thegeeof

FPGAs are widely used as controllers in aerospacffacturing is shown in Figure 1. Figure 2 and FeyB
applications, and modern FPGAs, such as a XILINx®@depict a cracked solder ball of a BGA package h&ddo

FG1156, have over a thousand pins, each of whipharisof ~ an electronic printed circuit board (PCB); Figurdepicts a
a solder-joint network and each of which is prome t fractured solder ball, which is what happens toagk as an

end result of accumulated fatigue damage. A fracisithe

1 . .
11 .4244-1488-1/08/$25.00 ©2008 IEEE complete separation of a solder ball that can tésal break
2 [EEEAC paper #1149, Version 5, Updated 2007:10:23. in the electrical connection between the BGA and th



electronic board.
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Figure 1: Cracked Solder Ball (Bump), 15mm BGA [8].
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Figure2: Crack at BLM-Solder Ball Junction.

BGA Package ﬁ

Solder Ball

Contact Pad

Crack PCB Land

Multi-Layer PCB

Fracture

Solder Ball

% Contact Pad

/— PCB Land
> Dielectric

Multi-Layer PCB

Failure Point: Fracture of the Solder Ball

Figure 4: Fractured Solder Ball.
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Intermittent Behavior of Fractured Solder Bumps

Over time, contamination and/or oxidation filmsrfoon the
fractured surfaces and a failure progression ocduosn

degraded joints to intermittent opens of short tlona
(nanoseconds or less) to longer durations (micorsis) to
very long durations (milliseconds or longer). Thadr case,
with intermittent faults lasting milliseconds orniger, are
very likely to cause faults in the correct FPGA @ien.

Test results confirm this physics of failure beloawvAs seen

in Figure 5, during periods of high stress, fragtlbumps

tend to momentarily open and cause hard-to-diagnose

intermittent faults of high resistance of 100s dfn@ [10-

12]. Such faults typically last for periods of lineds of

nanoseconds, or less, to more thars17, 11, 13-16]. The
intermittent faults are caused by the opening dadirgy of

the fractured faces of the solder balls (see Figlre
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Figure5: Shock-actuated Failure: Transient Strain
(Blue) and Inter mittent Opens (Mauve) (From Lall).
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Figure 6: Intermittent Open and Closed Connection.

These intermittent faults increase in frequencgddenced
by a practice of logging BGA package failures oafyer
multiple events occur of high-resistance: an ihigaent

followed by some number (for example, 2 to 10) of

additional events within a specified period of tinsech as
ten percent of the number of cycles of the iniéiaént [14-
16]. Even then, an intermittent fault in a solgmEnt

network might not result in an operational faultFor

example, the fault might be in a redundant groungdaser
connection; or it might occur during a period whime

network is not being written; or it might be toooshin

duration to cause a signal error. In Figure 5,dheation of
the fault in the B cycle of stress is over 3 milliseconds.

Damage accumulates and eventually there is a oaphat
failure of the FPGA, such as might happen whenldeso
ball becomes displaced as depicted in Figure 7urBid@®
represents Highly Accelerated Life Test (HALT) riégsu

performed on XILINX FG1156 Daisy Chain packages in



which 30 out of 32 tested packages failed in a pesiod  digital, rather than analog, circuits (see Figure 9
consisting of 3108 HALT cycles. Each temperatwyele of

the HALT was a thermal transition from -86 to 125°C in SolderBall [T

30 minutes: 3-minute ramps and 12-minute dwellshaws 10 PORT Solder Bump/Bonding: \

not immediately apparent is that each of the loggeGA \ Die to Base M -

failures (diamond symbols) represents at leastv&hts of

high resistance: a FAIL was defined as being astléa Simplified

OPENS within the same temperature cycle. A singkE® Input Buffer ESL /

in any temperature cycle was not counted as a FARnt; ‘ / PCB

and the package was deemed as failed only aft&AlES /r LLC
Read

[15] had been logged. Lagic
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Figure 9: FPGA Diagram, /O Buffer [22].

Modern BGA FPGAs have more than a thousand pins and
very small pitch and ball sizes, for example, i $ide of
Figure 10 shows the position of the XILINX FG115BGA

die with respect to the FPGA mount, and the righe s
shows the bottom of the package—a footprint of 36x3
mn¥, and a 34x34 array of solder balls. The densey aifa
fine-pitch and ultra fine-pitch BGA packages witlery
small pitch and solder ball tends to make physicadtical-,
X-ray- and sonic-based inspection techniques intjpador
detecting the onset of damage.

PERCENT FAILED
=

CYCLES - 15T FAILURE AT 1601

Figure8: XILINX FPGA HALT Test Results[15].

State of the Art

The use of leading indicators of failure for progto
indication of impending failure of electronics hagen
previously demonstrated [17-20]. One importansosafor
using an in-situ solder-joint fault sensor is thgttess
magnitudes are hard to derive, much less keep tvBEXL];

another reason is that even though a particularagach
solder-joint might not result in immediate FPGA oyd@®nal
faults, the fault indicates the FPGA is likely tavie, or will

soon have, other damaged I/O ports—in short, tH8A-i

no longer reliable.

Die

Figure 10: FG1156: Sizeis 35x35 mm? Pitch: 1.0 mm.
Ball: 0.6 mm [23].

One of the Ridgetop test boards was physically mploto
FPGAs are not amenable to the measurement teclsniquereate the cut view shown in Figure 11. The cetwshows
typically used in manufacturing reliability testsick as the FPGA die is connected by either flip-chip coeded
Highly Accelerated Life Tests (HALTs) [10]. This i connections or by bonding to a die-mounting ba¥dire
because, for example, a 4-point probe measureragoires interconnects connect the die to ball limiting rietay
devices to be powered-off; and because FPGA |/@s@oe

3



(BLM), to which solder balls are attached. The FPGAaccepts all fault signals of 5.0 mV or higher; &3} is

package is then placed over connection lands oprint=d
circuit board (PCB) and soldered. Note the preseoic
voids in the two solder balls on the right-handesid Figure
11: such voids lead to early onset of solder Izllife.
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Figure 11: View Showing FPGA Dieto PCB Connection.

2. SIMONITOR

During the design and development of SJ BIST, Rayth
Missile Systems, Tucson, Arizona, asked if Ridgeimuld
provide a solder-joint fault solution that met ttwdlowing
requirements: (1) battery powered and (2) used daitor
FPGAs that were in a powered-off state. Accordingl
Ridgetop designed and developed SJ Monitor to ithese
requirements.

Analog Block Diagram

SJ Monitor, as shown in the block diagram in Figlge is
designed and is being developed as an IntegratezliCi
(IC) chip, which is mounted adjacent and connettethe
FPGA on the board. SJ Monitor is a low-power, ammius
monitoring sensor.
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-

FAULT
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.

ﬂ

A solder-joint fault of at least 10@ is detected and
amplified by an amplifying detector, which also guces a
self-biasing reference voltage. The circuit desggsuch that
SJ Monitor (1) rejects all noise of 3.0 mV or legg)

Fault  SELF BIAS

1000w Noise 2
0, 0w LE
80, r— [ 1o
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Figure 12: SJ Monitor, Analog Block Diagram.

insensitive to the exact steady-state DC voltagaroRPGA
pin. The amplified analog signal from a high-gain
comparator is conditioned to produce a digital @uls
whenever a fault is detected. Each digital pudggrocessed
for Prognostic Health Management (PHM) purposesnt)
flags and health level.

SJ Monitor is fully designed and simulated at 3.30Y a
TSMC® 0.25pm process; and at 1.2 V and 2.5 V supply
voltages for the IBM® 130-nm 8RF bulk CMOS process
node. At 1.2 V, SJ Monitor uses less than 5.0 @wiW
power, which means SJ Monitor can be used in aiyatt
powered, 24x7 monitoring application. There is itbéky

on the number of test cells included on a singlechip.
Board wiring constraints might require 4 cells acle IC
chip; in turn, this requirement might then requhe placing

of two SJ Monitor chips on the board.

A complementary version of SJ Monitor using negatlv2

V power was also designed and simulated using @uitir
design simulator. The complementary version pravide
monitoring capability for FPGAs that are powerefl ofhe

simulation results for the complementary versioe ap

similar to those shown in Figure 12 through Figl&

separate figures are not provided.

Pull-down Level of FPGA 1/O Ports

Measurements and evaluations of various FPGAs fnome
than one manufacturer indicate that for 1/0O portieg low
and sourced with external currents of less tham®5 the
noise on an output I/O port is less than 1.0 mVhisT
allowed us to design SJ Monitor to source less #GOUA
to each monitored I/O pin of an FPGA.

SJ Monitor is insensitive to the exact level of phal-down
voltage on an I/O port, and this was verified bydations
of pull-down levels from 0 to over 300 mV. The
simulations included noise perturbations of 2.(10 mV,
which is about 3 times larger than the maximum llefe
measured noise: none of the noise perturbationsedaa
false alarm and all signal perturbations of 5.0 o™arger
were detected and reported as faults. The desigmasily
changed to produce larger sourcing currents tocovee a
greater-than-expected noise margin.

Simulation Results: Noise Rejection and Fault Diatec

Referring to Figure 13, (A) shows an 1/O pin withpall-
down voltage level of 10 mV and (B) shows an 1/@ pith
a pull-down voltage level of 100 mV. Superimposad
each of the pull-down voltage levels are 3.0 m\sagiulses
and 9.5 mV fault perturbations caused by injeciénd00
Q fault into the solder-joint network. These two uig both
result in the output shown in Figure 14.
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Figure 13: FPGA 1/O Pin Voltages: (A) Pull-down is 10
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Figure 14: SJ Monitor Fault Signal Responseto Figure
13 A and B.

SJ Monitor uses self-biasing and signal conditignio
ignore the pull-down voltage level, to suppresseaand to
amplify the fault perturbation to produce a digitfalult
signal.

Simulations were performed using variations in wiirc
parameters: (1) 10 to 20 percent variation in isi0os
widths and lengths were used; (2) three differemivar
supply voltage levels were used — 1.08 V, 1.20 ¥ &r82
V; (3) three different temperatures were used 2G227C

and 106C; and (4) the complementary version of SJ

Monitor was simulated using negative power voltagés
1.08V, -1.20 V and -1.32 V. For all variations, I@dnitor
produced correct results: all faults detected aodfaise
alarms.

SJ Monitor Sensitivity and Resolution

The value of the minimum detectable fault resistamns
primarily dependent on the duration of the fauld ahe
operating temperature as shown in Figure 15. TEselts
indicate that SJ Monitor is able to detect a fegdistance of
at least 10@ when the fault duration is at least 20 ns.

Temperature Curves (VCC=1.2 V): -26C, Z7C, 100C

20 T T T T T

fault resistance-duration rblationship il

Detected Fault Resistance (Ohms)

Fault Duration (ns)
Figure 15: Temperature, Fault Resistance and Fault
Duration Curves.

SJ Monitor Power

Test simulations showed SJ Monitor has a power
requirement of between 0.9 mW and 2.4 mW (Figuretd6
monitor 8 I/O pins, depending on temperature aritage.
This low power requirement makes SJ Monitor suédbk
continuous monitoring and for short test appliaagio

Temperature Curves: -25C, 27C, 100C
T

Power: 8 Pins (mW)

v
108 12 132
VeS (V)

Figure 16: Power, Temperature and Supply Voltage.
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SJ Monitor Signals

SJ Monitor has the following signals for each morat pin:

(1) currently active fault; (2) at least one faddttected; and
(3) 1:255 count of the number of faults detect€&bmmon

control input control signals are (1) enable manitgp and

(2) reset counts and flags.

3. INTERMITTENCY MITIGATION

SJ Monitor is a very useful sensor for mitigating
intermittencies. Early detection of failure of anused I/O
pin allows the electronic board to be replaced teefo
subsequent fatigue damage causes an applicatiopi/@
fail, and therefore intermittent operational andemlare
avoided.

Intermittent Behavior of Fractured Solder Joints

As previously seen in Figure 5, fractured soldémtptend
to maintain electrical contact until periods of rieasing
stress occur: a hard open longer than a millisechdchot
occur until the fifth shock wave. SJ Monitor woutdve
recorded at least eight instances of faults: twedoh of the
first three waves and one each in the fourth dftiul\iraves

Intermittent Confirmation and Prognostic Warning

Detection of intermittent faults can be used tofeconthat
the electronic board with that FPGA is a likely datate for
replacement to address reported operational anesnalin
the absence of any reported operational anomalétegcted
faults can be used as a prognostic warning thabdlaed is
likely to experience future operational anomalies.

4, PIN SELECTION

A deployed FPGA should not use the 8 I/0O ports estahe
4 corners of the FPGA package (the pink-shaded ipins
Figure 17; instead those ports should be pulled md
should be attached via wiring to a monitoring pimtiee chip
package for SJ Monitor—we might change
recommendation to “near
shadow.” Research, such as the strain diagrangurd-18
[24], indicates the solder balls nearest the comfethe
package or the FPGA die are most likely to faistfirin
Figure 18, the areas of high strain are yellowdiredolor,
and the areas of low strain are blue in color.

High stress/strain caused by physical mounting lembipith
thermal-mechanical stresses and strain are the likest
cause of the observed failure distribution of spldalls in
BGA packages. Further evidence of the validity loésie
observations is the reserving of the four 1/O patseach
corner for ground and all of the pins under thefdigpower
and ground (the orange-shaded pins) in Figure 17.

the
each corner of FPGA die

TOP VIEW
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Figure17: FG1156 1/O Pin Footprint [22].
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5. PRESENT ACTIVITIES

The detailed design and simulation of the analoguis
used in SJ Monitor were accomplished using internal
research and development (IR&D) funding. We aragis
the same digital circuit building blocks in mul&pprojects

to leverage our work. The tape out for the testuifry
blocks occurred late September of 2007.



6. FUTURE ACTIVITIES

9. REFERENCES

The steps necessary to reach Technology Readireesd L [1]. J.P. Hofmeister, P. Lall, D. Goodman, E.O. Ortiz,
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resistance faults in solder-joint networks beloggto the
I/O ports of operational, fully-programmed FPGASSJ
Monitor is designed to be a low-power monitor fatx2
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